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JAPIO CLASS: 4 5.2 (INFORMATION PROCESSING — Memory 
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ABSTRACT 

PURPOSE: To protect contents of recording and to prevent destruction by 
detecting extraction of recording medium according to a signal from a 
connector and operating destruction preventing sequence of a built-in 
memory . 



...CONSTITUTION: When an IC card 12 is extracted by mistake, a 

connector 14 becomes non-connecting state with an IC chip readig and 
writing device earlier than other connectors . Then, a fall detecting 
circuit 18 detects fall according to a signal from the connector 14, 
and the detection signal is outputted to an FF circuit 19. Thus, the 
supply of a chip selection signal from a CPU16 to an ROM17 is stopped . 
Consequently, the reading or writing is not performed simultaneously with 
extraction of the IC card , and the contents of memory of ROM17 are 
protected from becoming erroneous one, and destruction of ROM is 
prevented. 
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Integrated circuit card esp. credit card. . . 

. . . disconnects test address or data terminals from bus after memory 
test has been completed 

...Abstract (Basic): The I.C. card comprises a memory such as an EEPROM 
(22) which stores secret data such as a PIN. The test address 
terminals (Al..Am) of the cord are connected for testing the memory 
to an address bus (26) of the EEPROM . The test data terminals (Di 

. . .Abstract (Equivalent) : An integrated circuit card comprising data 
input/output terminal means (I/O); memory means (22,165) wherein 
direct access to at least a portion of the memory means (22,165) is 
prevented, said memory means storing secret data when input to said 
memory means through said data input/output terminal means (I/O), said 

memory means (22, 165) being arranged to output the secret data in 
response to an access command made indirectly via the data 
input/output terminal means (I/O); an address bus (26) and a data 
bus (24) associated with said memory means (22,165); test address 
terminals (Al-Am) connected to the address bus (26) of said memory 
means (22,165), for enabling addresses of the memory means to be 
accessed during a test operation; test data terminals (Dl-Dn) 
arranged to be connected to the data bus (24) of said memory 
means (22,165), for enabling inputting of data to and outputting of 
data from the memory means during said test operation; and the 
test address terminals (Al-Am) being disconnected from the address 
bus (26) and/or the test data terminals (Dl-Dn) being disconnected 



the data bus (24) after the completion of the test operation, 
characterised by comparator means (168) for comparing an address 
input via the data input/ output terminal means (I/O) with a 
predetermined address, and for generating a coincidence signal upon 
agreement; and gate means (181) coupled between at least one of said 
test data terminals (Dl-Dn) and said data bus (24) and/or between 
said test address terminals (Al-Am) and said address bus (26), for 
disconnecting at least one of the test terminals when the 
coincidence signal of said comparator means (168) is present, whereby 
after the completion of said test operation even when the access 
command is applied to said test address terminals (Al-Am) , said 
secret data is thus unobtainable from said test data terminals 
(Dl-Dn) . (16pp) 

Abstract (Equivalent) : An IC including an EEP- ROM is formed on a 
semiconductor wafer. The IC also has exposed address pads connected to 
the address bus of the EEP- ROM , and exposed data pads connected to 
the data bus of the EEP- ROM . A test probe is brought into 
contact with these pads, performing various tests on the IC. After 
the IC has been tested , the wafer is diced into IC pellets. The 
address pads are disconnected from the address bus and/or the data 
pads are disconnected from the data bus . 



For example, the edge portions of the IC pellet on which the address 
pads and/or the data pads are formed are cut by dicing from the 
remaining portion of the IC pellet. The connecting pads of the IC 
pellet are wire-bonded to leads, and the... 

pellet is sealed with a resin. Finally, the sealed IC pellet is built in 
an IC card body. (12pp) 
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[57] ABSTRACT 

An IC including an EEP-ROM is formed on a semicon- 
ductor wafer. The IC also has exposed address pads 
connected to the address bus of the EEP r ROM, and 
exposed data pads connected to the data bus of the 
EEP-ROM. A test probe is brought into contact with 
these pads, thereby performing various tests on the IC. 
After the IC has been tested, the wafer is diced into IC 
pellets. The address pads are disconnected from the 
address bus and/or the data pads are disconnected from 
the data bus. For example, the edge portions of the IC 
pellet on which the address pads and/or the data pads 
are formed are cut by dicing from the remaining portion 
of the IC pellet. Thereafter, the connecting pads of the 
IC pellet are wire-bonded to leads, and the IC pellet is 
sealed with a resin. Finally, the sealed IC pellet is built 
in an IC card body. 

5 Claims, 6 Drawing Sheets 
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been tested. Alternatively, all test pads are disconnected 
from the data line and address line after the test of the 
IC pellet Therefore, an illegal access to the data mem- 
ory provided within the IC card is prevented, ensuring 
not only the security of the IC card, but also that of the 
IC card system. 

The present invention is not limited, to the embodi- 
ments described above. Various changes and modifica- 
tions can be made, without departing from the spirit of 
this invention. 

What is claimed is: 

1. An integrated circuit (IQ card, comprising: 

data input/output terminal means; 

memory means for storing secret data when inputted 
to said memory means through said data input/out- 
put terminal means, said memory means being ar- 
ranged to output the secret data in response to an 
access command; 

an address bus and a data bus each associated with 
said memory means; 

identification means for identifying data inputted via 
said data input/output terminal means with the 
secret data stored in said memory means, and for 
generating a coincidence signal; 

test address terminals connected to the address bus of 
said memory means, for enabling addresses of the 
memory means to be accessed during a test opera- 
tion; 

test data terminals arranged to be connected to the 
data bus of said memory means, for enabling input- 
ting of data to and outputting of data from the 
memory means during said test operation; 

detecting means for detecting a completion of the test 
operation for said memory means; and 

switching means coupled between said test data ter- 
minals and said data bus, for connecting said data 
bus with said test data terminals until said detecting 
means detects the completion of said test operation, 
and for disconnecting said data bus from said test 
data terminals when the completion of the test 
operation is detected; 

wherein said memory means is non-responsive to said 
access command when the access command is ap- 
plied to said test address terminals and the secret 
data is thus unobtainable from said test data termi- 
nals, after completion of said test operation. 



2. An IC card according to claim 1, in which said 
switching means comprises a flag section set upon com- 
pletion of the test of said memory means, First gate 
means connecting said test address terminals to the 

5 address bus of the memory means and second gate 
means connecting said data terminals to the data bus of 
the memory means, and at least one of said first gate 
means and second gate means being turned off in accor- 
dance with the value of the output of the flag section. 

10 3. An IC card according to claim 1, further compris- 
ing data clearing means for clearing the secret data 
stored in said memory means. 

4. An IC card according to claim 3, in which said 
data-clearing means comprises an address memory for 

15 storing an unused address of said memory means, com- 
parator means for comparing a memory address input to 
achieve an access to said memory means, with the un- 
used memory address stored in said address memory, 
and means for clearing the data stored in said memory 

20 means, when the input address is found to be identical 
with the unused address. 

5. A method of manufacturing an integrated circuit 
(IC) card, comprising the steps of: 

providing integrated circuit ^means having memory 
25 means for storing secret data; 

connecting data input/output means to the memory 
means; 

connecting test address terminals to an address bus 
associated with the memory means; 
30 arranging test data terminals for connection to a data 
bus associated with the memory . means; 

providing detecting means for detecting the comple- 
tion of a test operation for the memory means; 

connecting switching means between said data bus 
35 and said test data terminals; 

detecting the completion of the test operation with 
the detecting means by using the test address termi- 
nals for said memory means; 

disconnecting the data bus of the memory means 
40 from the test data terminals by turning off the 
switching means upon detecting the completion of 
the test operation; 

arranging the integrated circuit means in casing 
means; and 

45 writing secret data in the memory means. 

* * * * * 
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ABSTRACT 

...of a fault at the time of generating abnormality, to protect the data of 
an IC card from being broken, and to make it possible to use the device 
also for an IC card including an EPROM by using a battery for the 
power supply of the device and providing various monitoring circuits, 
comparators or the like... 

...supply of the device is boosted by a boosting circuit 3 and impressed to 
an IC card power supply voltage terminal 19 through a regulator 7 or 

the like. On the other hand, a voltage boosted by a boosting circuit 2 is 
impressed to an IC card data writing voltage impressing terminal 18 
through a data writing voltage switching circuit 4 to drive the IC card 
Data transmitted/received through a data reading/writing terminal 21 are 
transferred through external device through a data transfer means (a signal 
interinterruption circuit 14, a microprocessor 15, etc.), and when the 
voltage drop of a power supply voltage or a data writing voltage is 
detected by voltage monitoring circuits 10, 11 or an excess current is 
detected by comparators 8, 9, 13, all terminals other than a ground 
terminal are disconnected . Consequently, the device can be made 
convenient for portable use and data can be prevented from being broken 
at the time of generating abnormality. 
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ABSTRACT 

PURPOSE: To beforehand prevent the runaway of a CPU by inputting an 
interrupting signal due to the software into a central processing unit 
(CPU) when an IC card is removed from a connector . 



...CONSTITUTION: Since an electrode 13-3 for detecting a card is first 
separated from an electrode in a connector part 1 at the time of removing 
an IC card , when an address signal, a data signal and a command signal 
transmitted by a signal electrode 13-4 is effective, the difference between 
a card detecting latch signal (b) and a card detecting signal (a) due 
to a comparator 3 is detected . An interrupting selector signal (c) is 
active, hardware interruption is applied to a CPU 7 and simultaneously, 
the signal (c) is also inputted to a selector circuit 4. Then, the selector 
circuit 4 selects a main data bus (f) and the software interrupting 
code is read from a fixed data output machine 6, the software 
interruption is applied and the processing of the interruption 
routine is executed. Thus, the runaway of the CPU 7 is prevented 
beforehand. 
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S24 and chang$4 execution adj 
(instruction or code$l) 


USPAT 


OR 


OFF 


2005/11/04 14:37 


S31 


0 


S24 and (chang$4 or alter$4) 
near3 (execution adj (code or 
instruction$l)) 


USPAT 


OR 


OFF 


2005/11/04 14:38 


S32 


7 


S24 and (chang$4 or alter$4) 
nearlO (execution adj (code or 
instruction$l)) 


USPAT 


OR 


OFF 


2005/11/04 14:46 


S33 


193 


S24 and instruction nearlO table 


USPAT 


OR 


OFF 


2005/11/04 14:46 


S34 


167 


S33 and (alter$4 or chang$4) 


USPAT 


OR 


OFF 


2005/11/04 14:47 


S35 


5 


S34 and (alter$4 or chang$4) with 
value with (bus or memory) 


USPAT 


OR 


OFF 


2005/11/04 14:48 


S36 


1 


data$lbus near3 transmi$4 near4 
secure 


USPAT 


OR 


OFF 


2005/11/28 15:02 


S37 


1304 


711/103,H5.ccls. 


USPAT 


OR 


OFF 


2005/11/28 15:02 


coo 


0 


S37 and ((smart or ic or chip) adj 
card$l or monolithic) near3 
data$lbbus near3 transmit$4 
near4 secur$4 


USPAT 


OR 


OFF 


2005/11/28 15:06 
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Ref 

# 


Hits 


Search Query 


DBS 


Default 
Operator 


Plurals 


Time Stamp 


LI 


724 


non$linvasive adj technique 


USPAT 


OR 


OFF 


2005/12/01 18:09 


L2 


244666 


(smart or iC) adj card or 
integrated adj circuital 


USPAT 


OR 


OFF 


2005/12/01 18:10 


L3 


244666 


smart adj card or ic adj card or 
integrated adj circuital 


USPAT 


OR 


OFF 


2005/12/01 18:11 


1 A 

L4 


107 


13 and current adj analysis 


USPAT 


OR 


OFF 


2005/12/01 18:14 


L5 


A O 

48 


14 and random$4 


USPAT 


OR 


OFF 


2005/12/01 18:14 


L6 


4 


14 and parity 


USPAT 


OR 


OFF 


2005/12/01 18:17 


L7 


492 


13 and parity adj generator 


USPAT 


OR 


OFF 


2005/12/01 18:17 


L8 


292 


17 and random$5 


USPAT 


OR 


OFF 


2005/12/01 18:18 


L9 


183 


18 and (sensor or detector or 
monitor) 


USPAT 


OR 


OFF 


2005/12/01 18:29 


L10 


164 


19 and (disabl$4 or disconnect$4) 


USPAT 


OR 


OFF 


2005/12/01 18:32 


Lll 


102 


110 and clock adj signal 


USPAT 


OR 


OFF 


2005/12/01 18:32 


L12 


52 


111 and power adj up 


USPAT 


OR 


OFF 


2005/12/01 18:33 


L13 


51 


112 and @ad<"20010101" 


USPAT 


OR 


OFF 


2005/12/01 18:34 


SI 


1 


"5442704*\pn. 


USPAT 


OR 


OFF 


2005/11/04 12:22 


S2 


14247 


(ic or smart or chip or monolithic) 
adj card$l 


USPAT 


OR 


OFF 


2005/11/04 12:24 


S3 


8179 


S2 and detect$5 


USPAT 


OR 


OFF 


2005/11/04 12:24 


S4 


157 


S2 and detect$5 with radiation 


USPAT 


OR 


OFF 


2005/11/04 12:25 


S5 


1 


S2 and (intrus$5 or hack$4) with 
radiation 


USPAT 


OR 


OFF 


2005/11/04 12:34 


So 


254 


hazard. in. 


USPAT 


OR 


OFF 


2005/11/04 12:26 


S7 


3 


S6 and security adj module 


USPAT 


OR 


OFF 


2005/11/04 12:26 


S8 


3 


radiation with hacker$l 


USPAT 


OR 


OFF 


2005/11/04 12:39 


S9 


14 


('■5442704" "4281216" "4382279" 
"6536034" "4841131" "4930129" 
"5649129" "5649090" "6389536" 
"5826007" "5465349" "5819023" 
"6357046" "6357046" "5313618"). 
pn. 

S9 and (monilithic or chip or ic or 
smart or integrated adj circuit) adj 
card$l 


USPAT 


OR 


OFF 


2005/11/04 13:24 


S10 


8 


USPAT 


OR 


OFF 


2005/11/04 14:15 


Sll 


4 


S9 and bus and detect$5 


USPAT 


OR 


OFF 


2005/11/04 12:55 


S12 


249 


713/172.ccls. 


USPAT 


OR 


OFF 


2005/11/04 13:44 


C1 "3 


rrr 

b55 


/lj/iyj.ccis. 


■ ir»n at 

USPAT 


OR 


OFF 


2005/11/04 13:44 


S14 


164 


705/66,71. eels. 


USPAT 


OR 


OFF 


2005/11/04 13:45 


S15 


713 


380/28,66,71,172,193.ccls. 


USPAT 


OR 


OFF 


2005/11/04 13:46 
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S39 


o 


S37 and ff smart or ic or chio^ adi 


USPAT 


OR 


OFF 


2005/11/28 15-06 






card4 1 or monolithic^ near3 














data$lbbus 










S40 


o 


S37 and f (smart or ic or chiD^ 


USPAT 


OR 


OFF 


2005/11/28 15-06 






near3 card$l or monolithic) near3 














data$lbbus 










S41 


0 


S37 and (smart or ic or chip) adj 


USPAT 


OR 


OFF 


2005/11/28 15:07 






card$l near3 data$lbbus 










S42 


139 


S37 and (smart or ic or chip) adj 


USPAT 


OR 


OFF 


2005/11/28 15:07 






card$l 










S43 


1 


S37 and (smart or ic or chip) adj 


USPAT 


OR 


OFF 


2005/11/28 15:07 






card$l with data$lbus 










S44 


12 


(smart or ic or chip) near3 card$l 


USPAT 


OR 


OFF 


2005/11/28 15:10 






with detect$4 with radiation 










S45 


0 


S44 and (data adj bus or 


USPAT 


OR 


OFF 


2005/11/28 15:09 






data$lbus) 










S46 


0 


S44 and hacker$4 


USPAT 


OR 


OFF 


2005/11/28 15:10 


^47 


n 


^"37 and rard*fel and radiation with 

jjf oi\\J Lai u<pi aim i ouiauuii vviui 


USPAT 


OR 


OFF 

V— / 1 1 


2005/11/28 15*11 






ftamner44 or detect44 or hack44 














or modify$4 or attack$4) 










S48 


3 


537 and radiation with ftamoer$4 

*J*J 1 C1IIU lOvlluLIVII VVILII ^LCJI 1 IL/wl 


USPAT 


OR 


OFF 


2005/11/28 15:13 






or detects 4 or hack$4 or modifv£4 

VI V WWk^i' 1 VI 1 IUWI\<^ 1 VI 1 1 IvU U Tij» 1 














or attack$4} 










S49 


A 
1 


secur$4 with transmit$5 with 


1 ICDAT 

UbrAI 


on 
UK 


Urr 


ZUUd/11/Zo 10.41 






hphA/ppn \A/ith nrnrpQQnr with 

UCIVVCCII VVILII \Jl ULCODvl VVILII 














( mpmnrv or ctnranp^fcl ^ with 
























S50 


14 


("5978865" "5442704" "4281216" 


USPAT 


OR 


OFF 


2005/11/28 17:33 






"4382279" "6536034" "4841131" 














"4930129" "5649090" "6389536" 














4841131 4930129 5649090 














"6389536" "589536" "5826007" 














"5465349" "5819023" "6357046" 














"5313618").pn. 










S51 


13 


S50 and (check or compar$4 or 


USPAT 


OR 


OFF 


2005/11/28 17:33 






generat$5) 










S52 


1 


1 1 ^ m Jk ^ Jk Jk II 

"5464349 .pn. 


USPAT 


OR 


OFF 


2005/11/29 13:55 


S53 


1 


1 f ^ m Jk ^ 9^ A All 

"5465349 .pn. 


USPAT 


OR 


OFF 


2005/11/29 13:55 


S54 


1 


"5465349". pn. 


USPAT 


OR 


OFF 


2005/11/30 17:40 


S55 


0 


S54 and data adj bus 


USPAT 


OR 


OFF 


2005/11/30 17:40 


S56 


0 


S54 and bus3 


USPAT 


OR 


OFF 


2005/11/30 17:40 


S57 


1 


" 5442704". pn. 


USPAT 


OR 


OFF 


2005/11/30 18:54 


S58 


1 


S57 and instruction 


USPAT 


OR 


OFF 


2005/11/30 18:56 


S59 


1 


"5442704".pn. 


USPAT 


OR 


OFF 


2005/11/30 20:20 


S60 


0 


S59 and access adj control adj 


USPAT 


OR 


OFF 


2005/11/30 20:20 






microprocessor 
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S61 


0 


S59 and access adj control near2 
microprocessor 


USPAT 


OR 


OFF 


2005/11/30 20:21 


S62 


0 


S59 and access near2 control 
near2 microprocessor 


USPAT 


OR 


OFF 


2005/11/30 20:21 


S63 


1 


S59 and microprocessor 


USPAT 


OR 


OFF 


2005/11/30 20:26 


S64 


1 


S59 and host and microprocessor 


USPAT 


OR 


OFF 


2005/11/30 20:26 



Search History 12/1/05 6:43:01 PM Page 4 

C:\Documents and Settings\TTran26\My Documents\EAST\Workspaces\09763868.wsp 



